Objective: During a Phase 2 rectal microbicide trial, men who have sex with men and transgender women (n ¼ 187) in 4 countries (Peru, South Africa, Thailand, United States) reported product use daily via short message service (SMS). To prevent disclosure of study participation, the SMS system program included privacy and security features. We evaluated participants' perceptions of privacy while using the system and acceptability of privacy/security features. Materials and Methods: To protect privacy, the SMS system: (1) confirmed participant availability before sending the study questions, (2) required a password, and (3) did not reveal product name or study participation. To ensure security, the system reminded participants to lock phone/delete messages. A computer-assisted selfinterview (CASI), administered at the final visit, measured burden of privacy and security features and SMS privacy concerns. A subsample of 33 participants underwent an in-depth interview (IDI). Results: Based on CASI, 85% had no privacy concerns; only 5% were very concerned. Most were not bothered by the need for a password (73%) or instructions to delete messages (82%). Based on IDI, reasons for low privacy concerns included sending SMS in private or feeling that texting would not draw attention. A few IDI participants found the password unnecessary and more than half did not delete messages. Discussion: Most participants were not concerned that the SMS system would compromise their confidentiality. SMS privacy and security features were effective and not burdensome. Conclusion: Short ID-related passwords, ambiguous language, and reminders to implement privacy and security-enhancing behaviors are recommended for SMS systems.
BACKGROUND AND SIGNIFICANCE
Protecting participants' privacy and security is key to conducting ethical research. Privacy refers to a participant's right to control when, how, and to what extent personal information is shared with others. Security refers to protection against unauthorized access to data or devices. 1, 2 Researchers are obligated to protect participants from potential harm resulting from a privacy or security breach, including disclosure of study participation or personal health information, especially on sensitive topics such as HIV, sexual behavior, sexual orientation, and gender identity. Disclosure of sexual orientation by gay or bisexual men can increase exposure to negative responses and stressors, and men who have same-sex sexual behavior may elect not to disclose it to avoid stigmatizing reactions. 3, 4 Data collection via short message service (SMS, or text messaging) is convenient but also presents new challenges to protecting participants' privacy and security. SMS is a useful and practical data collection method that is widely accessible, with 95% of the global population living in areas covered by mobile-cellular networks. 5 Messages can be received silently and even when the phone is turned off. 6 However, SMS messages leave a record on the phone, which can have relevant implications for the protection of privacy and security, 6 particularly in cases where a cell phone is shared by 2 or more people. 7, 8 Institutional Review Boards (IRBs) at research institutions charged with ensuring the protection of participants' privacy and security often raise concerns regarding the use of SMS in research. These concerns focus on perceptions that text messages are not secure and could breach participant confidentiality or expose personal health information. Given that only 30% of IRBs have had training regarding new media technology in research, 9 board members must take into account a plurality of views from information technology specialists, technology developers, study investigators, ethicists, and legal officials when evaluating the use of SMS in research. In addition, research on participants' perceptions of privacy and security during SMS-based mHealth interventions should also inform IRB discussions. Participants' perceptions may differ from researchers' and health care workers' expectations. For example, in a study of an SMS reminder intervention for HIV and tuberculosis patients, a majority of health care workers perceived a risk of unintentional disclosure of patients' health status, while a vast majority of patients did not perceive similar risks. 7 Therefore, although participants' perceptions of privacy may be context-dependent and malleable, 10 as end users their perspectives are valuable in informing researchers and ethical boards of the potential for study-related social harms when using SMS in research. Current literature on participants' views on privacy and security when receiving health information via SMS has demonstrated that concerns exist. In research exploring the use of SMS-based reminders for antiretroviral treatment adherence, some participants reported a fear of unintentional disclosure of health status, with the potential for resulting stigma and discrimination. 7, 8, 11, 12 In one such study, participants reported deleting SMS messages immediately after receipt to prevent others from viewing them. 12 However, in another study, participants did not consider the reminders intrusive to their privacy and did not report negative consequences to receiving messages, even when others inadvertently received them. 13 Finally, for some, social norms around SMS privacy dictate an unspoken etiquette by which people do not read others' messages. 14 To date, most of the studies that have examined privacy in the context of SMS focused on systems that provide reminders or health information but are not interactive, as ours was. 7, 12, 15 We designed an interactive SMS-based adherence reminder and data collection system for MTN-017, an international Phase 2 safety and acceptability study comparing an oral tablet (emtricitabine/tenofovir disoproxil fumarate, or FTC/TDF) and a gel (reduced glycerin tenofovir, or TFV-RG 1% gel) applied rectally for HIV prevention among men who have sex with men and transgender women. To protect participants' privacy/security and mitigate the potential for related concerns, we implemented several privacy and security design features. We evaluated participants' perceptions of privacy while using the system and the acceptability of the system's privacy features. Our report can contribute to the development of future SMS-based data collection systems and inform ethical review of research involving SMS for data collection.
MATERIALS AND METHODS

Study design
The data for this study come from an international Phase 2 safety and acceptability trial comparing 2 HIV-prevention products (TFV-RG 1% gel and FTC/TDF tablets) and 3 study regimens: (1) daily use of the gel applied rectally with an applicator, (2) gel applied before and after receptive anal intercourse (RAI) with an applicator, and (3) daily oral tablet. All participants completed an 8-week study period for each regimen (daily oral tablet, daily rectal gel, RAI rectal gel) in a randomly assigned order, with a 1-week washout period between each study period. 16 A secondary aim of the study was to evaluate adherence to product use.
Sample
Participants included men and transgender women 18 years of age, non-HIV infected, in good health, with a history of RAI at least once in the past 3 months. The study took place at 8 sites in 4 countries: Cape Town, South Africa; Bangkok and Chiang Mai, Thailand; Lima, Peru; San Juan, Puerto Rico (US territory); and San Francisco, Pittsburgh, and Boston, continental United States. Participants were recruited from health clinics and community-based organizations. The study was reviewed and approved by the IRBs at all participating institutions, and participants provided written informed consent.
Procedures
This paper describes a substudy focusing on use of an SMS system for adherence monitoring among participants in the larger study comparing safety and acceptability of 3 HIV prevention regimens. At enrollment, participants were randomized to 1 of 6 studyproduct sequences and given study product, either a bottle of oral FTC/TDF tablets to take daily or 30 white plastic applicators prefilled with RG-TFV 1% gel to insert rectally either daily or before and after RAI. Participants were given a study-owned mobile phone if they did not have their own and were trained to use the SMS system to report product use daily during the trial. We created alphanumeric passwords, made up of 2-letter abbreviations for each study site plus 1-or 2-digit numbers that corresponded to the participant identification numbers. For example, participant 1 in Cape Town was assigned the password CT1. During the SMS training, participants chose their preferred reminder time, programmed the SMS system mobile number into their mobile phones, and joined the system. Joining the system entailed sending the word "Join," the participant's password, and the preferred reminder time (using the 24-h clock for clarity and brevity) to the system (eg, "Join CT1 2200"). After choosing a reminder time and joining the system, participants completed their first SMS session at the clinic under staff supervision. They responded to a reminder by sending their passwords, reported the number of times they used the study product, and then deleted the messages from their phones. They were given an SMS instruction card, which included the SMS system mobile number; their password; and a reminder to lock their phone, protect it with a password, and delete the study text messages to safeguard their privacy. During each study period, participants were asked to respond to daily text messages from the system. They were compensated for 1 completed text message session per day (defined as responding to the reminder with a password and sending the number of times the product was used). Each study site determined a locally appropriate compensation structure, ranging from US$0.15 to US$2.00 per session. Participants were informed that they would receive a bonus at the end of the month, ranging from US$1.00 to US$10.00, for completing at least 6 sessions per week.
SMS system description
The SMS script consisted of a generic daily reminder, programmed to arrive at the chosen reminder time, requesting that participants send their password to initiate the session. Upon sending the password, participants received a text message asking them to report the number of times they had used the product since their prior report. After sending a number, participants received a final daily text reminding them to delete the study messages and lock their phone (see Figure 1 ). Messages were programmed in the regional language of the study site, either English, Spanish, Thai, Xhosa, or Afrikaans. Additional system specifications, challenges to and solutions for implementation, and evaluations of system acceptability and feasibility are detailed elsewhere.
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CASI questionnaires
At enrollment, participants underwent a baseline assessment via computer-assisted self-interview (CASI), which captured demographic data, among other items. At the final clinic visit, after completing all study product use, they completed a final CASI assessment, which asked about experiences using the SMS system. Participants were asked to indicate how much they were bothered by having to use a password and by having to erase the SMS session from their phone (answer choices: not at all, a little, a lot); they were also asked, "How concerned were you about privacy while using the SMS system?" (not concerned at all, a little concerned, very concerned). Questionnaire items were developed by our team, based on questions tested in previous studies. Based on prior research in this area, 19 we anticipated that there would not be adequate dispersion if the scale asked about positive feelings associated with these features, hence items measured how much participants were bothered by the SMS system protocol for privacy and security.
In-depth interviews
Upon returning to the clinic after the first 8-week study period, a subsample of 33 participants, evenly distributed by country and study regimen, underwent in-depth interviews (IDIs) to address the secondary study aim of evaluating adherence to the study product. The IDIs were conducted by phone by a trained interviewer based at Columbia University in New York. Stratified purposeful sampling was used to select participants for the interviews based on having excellent (100%) or poor (<80%) adherence to study product use. 20 During the IDIs, participants discussed their experiences using the SMS system during the study, including about privacy issues with the question "How did you feel about privacy while texting?" and the probes "Were you worried other people would see?" and "Did you erase the questions after answering them?," as well as "How did you feel about having a password for the system?" To better understand participants' perceptions of privacy and disclosure of study participation and product use, and also to add context to their responses about privacy while texting, participants were also asked, "Who knew you were using the product?," "What was their reaction?," "Who didn't you tell that you were using the product?," and "How did you feel about the possibility of them finding out about it?" The interview guide was developed by our team, based on items tested in previous studies. Interviews were audio-recorded, transcribed, and translated into English when necessary (Spanish interviews were not translated, since many of the research staff are bilingual).
Data analysis
We used a convergent parallel design for our mixed-methods analyses. 21 For our quantitative analyses, we generated descriptive statistics for demographic variables, how much people were bothered by having to send a password and erase the text messages from their phones, and how concerned they were about privacy while using the SMS system. In addition, we tested for differences between countries with respect to reaction to the SMS system using analysis of variance. SPSS v.23 software was used for all quantitative analyses. We used the qualitative data to elucidate the findings noted in the survey. To analyze data from qualitative interviews, a codebook was developed jointly by the interviewers, the project manager, and the project's principal investigator 22 on the basis of prior research and inductively. It incorporated categories and themes from the interview guide and included definitions, inclusion and exclusion criteria, and examples of passages for inclusion. To validate and finalize the codebook, 3 researchers coded an initial set of 3 transcripts independently and then compared the codes to assess concordance. Any discrepancies were discussed until consensus was reached, and the codebook was modified where necessary, refining inclusion and exclusion criteria and adding new codes. Researchers coded the remaining transcripts independently using NVivo 10.0 software. Every transcript was coded in pairs to ensure intercoder agreement. Spot checks for intercoder agreement consistently yielded >90% agreement. Coding reports were generated for the codes titled "Privacy while texting" and "Privacy of product use." The coding reports were analyzed using content analysis, 20 then summarized and discussed by team members. We further analyzed coding reports by country to identify any country-level differences in attitudes toward the privacy and security features or perceptions of privacy while using SMS. Finally, we selected quotes that contributed to understanding the participants' experiences and, when necessary, translated them from Spanish into English.
RESULTS
Demographics
Participants included 187 men and transgender women, of whom 180 responded to the CASI section evaluating the SMS system. Demographic information for this subsample is included in Table 1 . Participants had a mean age of 31 years, and ranged in age from 18 to 64 years. Eleven percent considered themselves transgender women and 89% identified as gay or homosexual. Almost half of the participants (43%) were from the United States (including Puerto Rico), close to one-third (29%) from Thailand, one-fifth from Peru, and the rest (8%) from South Africa.
SMS system privacy and security
In the final follow-up questionnaire, we assessed 3 components of privacy and security while using the SMS system: use of a password to access the system, instructions to erase all SMS messages from the system after each report, and overall privacy concerns while using the system (see Table 2 ).
Reactions to using a password to access the SMS system The majority of participants (73%) reported not being bothered at all by having to enter a password, while 19% were bothered a little and 8% were bothered a lot. There were no significant differences between countries. In the IDIs, participants elaborated on this topic (see Table 3 ). Five people felt the password was useful. a This was especially salient in cases where participants had to use a phone that was not registered with the system; the password allowed them to be identified. b Five others had positive comments: 2 mentioned the password was good protection, while another said it was a nice thing to have. Two compared it to passwords for other systems. One said it was simple and convenient, and another said it was short and easy to remember.
c Ten people had a neutral stance, stating it was fine and did not cause them any problems. Four participants had trouble remembering their password at first, but most were able to memorize it quickly, except for one who said he could not remember it. Finally, 3 people felt that the password was unnecessary, whether due to lack of privacy concerns or perceived inconvenience. Reactions to instructions to erase messages from cell phones In the quantitative assessment, participants were also asked how much they were bothered by having to erase the SMS sessions from their cell phones. Again, the majority (82%) said they were not bothered at all, a few (14%) were bothered a little, and 4% were bothered a lot. There were no significant differences by country.
We explored with participants in the IDIs whether they deleted the messages from their phones following each report, as instructed. A little over half of them (18 participants) said they did not delete the messages, and some specifically mentioned that they were not concerned about others seeing them. e Given that participants received a financial incentive when they returned for their clinic visit based on the number of SMS reports sent, many mentioned keeping the messages on their phone to show them to clinic staff as proof of sent messages. Some participants deleted the messages after receiving that month's incentive. This was the case particularly at the Cape Town site, where issues with cellular service caused some messages not to be received by the system. f Those who deleted the messages often had reasons other than privacy, like keeping their message inbox from getting too full. Others deleted only the incoming messages from the SMS system, but kept the messages they had sent on their phones.
Privacy concerns
Finally, participants were asked via CASI how concerned they were about privacy while using the SMS system during the study. Most (85%) were not concerned at all about privacy, 10% were a little concerned, and only 5% reported being very concerned. Participants Ns may not sum to 180 due to missing data; percentages are of those with non-missing data. in South Africa showed a significantly higher level of concern about privacy while using the SMS system than participants in other countries, with a mean rating of 2.00 on a 3-point scale (1 ¼ not concerned at all, 2 ¼ a little concerned, 3 ¼ very concerned), while mean scores for other countries ranged from 1.08 to 1.21 (P < .001).
During the IDIs, participants did not report concerns about the privacy of study text messages at any point in the cycle of interaction with the system (upon receiving the first message, while texting the system, or after completing the text report), and no differences between countries were identified. One participant stated that the initial reminder only asked for a password and could not arouse the suspicion of others who might see it.
g Participants were not worried that others might wonder with whom they were texting while responding to the system, stating that no one could know what they were doing by simply observing their texting behavior. h Finally, participants were unconcerned about others viewing their messages after they completed their responses.
i Others made reference to the harmless content of the messages, which were worded carefully to prevent revealing study participation. This gave them assurance that their privacy was protected within the SMS system. j Finally, one had suggestions for making the first question more private so that no one would be suspicious if it flashed on the screen. k Overall, the great majority of participants did not have concerns about privacy while using the SMS system. For those who had concerns about revealing study participation to others, the privacy elements worked well to protect them.
Privacy of HIV prevention product use, study participation, and sexual identity
In addition to participants' perceptions of SMS system privacy, we analyzed IDI data on the privacy of product use (see Table 4 ). Themes regarding disclosure of HIV prevention product use, study participation, and sexual identity emerged, allowing us to contextualize responses on SMS privacy within overall study-related privacy concerns.
Out of 33 participants interviewed, less than half discussed product use with friends (n ¼ 16) and/or their partners or boyfriends (n ¼ 14). Only 9 (27%) discussed it with family members, and 5 did not tell anyone they were using the study gel or tablets. Some felt comfortable talking about the study and their involvement in it. However, others expressed concern that people could assume they were HIV-infected if they disclosed product use, and some even had such an experience during the study. In countries other than the United States, many participants lived with their parents and did not tell them about the study to avoid having to disclose their sexual identity. Four people specifically mentioned that their families either did not know or did not accept that they were gay, and they hid their study participation and study product use from family members for this reason.
m Overall, many people in our sample did not feel comfortable discussing study participation or product use with others, indicating the relevance of exploring privacy issues around the SMS system.
DISCUSSION
Our study of participants' perceptions of privacy while using SMS to report adherence to HIV-prevention product use during a Phase 2 study showed that most participants were not highly concerned about privacy while texting. Although some participants reported concerns about disclosure of study participation, sexual identity, or HIV-prevention product use, they were not concerned that the SMS system would compromise their confidentiality. Whether they considered texting behavior to be private or the text message language sufficiently ambiguous to protect their privacy, most did not have privacy concerns when responding to the SMS system. The use of SMS, a ubiquitous technology, did not exacerbate privacy concerns for participants, given that texting behavior is very common, and therefore did not arouse suspicion. Nevertheless, a subsample of 9 participants, 6 of whom were from South Africa and most of whom were unemployed, reported being very concerned about privacy while using the SMS system. Unfortunately, the subsample participants interviewed were not selected based on responses to CASI questions on SMS privacy, and none who reported SMS privacy concerns were interviewed. Given that phone sharing in South Africa is common 23, 24 and that these participants may have had fewer economic resources and an increased likelihood of sharing phones, this could be the reason for higher privacy concerns among this group. Prior research in African settings has found that participants with the lowest incomes who may be more likely to share mobile phones reported the greatest concerns with SMS privacy. 7 Design features were effective in protecting participants' privacy and mitigating any concerns. First, participants were able to select the time of day they preferred to receive the study messages. Participants in other studies also emphasized self-selection of time and/or day of SMS messages to protect privacy. 12 Second, the first message, asking if they were "available to text," was instrumental in preparing the participants for answering study questions. It also allowed them to physically position themselves in a place that could give them greater privacy while texting, if necessary. Third, the password had 2 functions. It was effective in preventing access to sensitive study questions without authorization, and it was linked to the participant ID, which allowed for participant tracking if a different phone number was used to report. This was critical in the data analysis phase to quickly link reports sent from multiple phones by a single participant. While a previous study found that having to enter a personal identification number to access the study SMS resulted in poorer access to the messages, 15 in our study most participants were not bothered by having to enter a password, and some felt it provided an increased sense of privacy. Fourth, the security feature reminding participants to lock their cell phone and delete the studyrelated messages was not burdensome. While in other studies participants preferred to delete messages upon receipt to prevent others from viewing them, 11, 12 in our study many participants found it unnecessary and deleted the messages only after showing them to study coordinators and receiving compensation or when their message inbox became too full. Finally, the carefully constructed language of our SMS system prevented disclosure of study participation or the type of product being used. In prior research, participants suggested that language used in messages and how much it revealed about the nature of the study could either bolster or hinder confidentiality, Note: l-m quotations correspond to in-text descriptions.
and in this study the ambiguous language was key. Research has shown that participants may prefer coded messages, in which only they can understand the meaning, 11 which can be as effective as direct messages about health information. 15 Nevertheless, there is the potential for confusion with coded language, and participants prefer messages that clearly convey meaning to minimize uncertainty. 11 We achieved this by designing a clear message that was carefully worded to preclude revealing study participation or the nature of the study product.
Limitations
While the qualitative data provide a rich description of SMS privacy and security concerns in this population, a larger sample size could allow for greater generalizability and comparative analyses. Furthermore, the IDI subsample was selected to explore adherence to the study products; therefore, we could not purposefully select those who reported fewer or greater SMS privacy concerns. In addition, our sample included different countries and cultural contexts, so we cannot make generalizations, given that small numbers of participants from each context were interviewed and others may have different perspectives. Variations in participants' technological literacy or proficiency may have influenced their privacy concerns or lack thereof; however, these data were not available to supplement the analysis.
CONCLUSION
Privacy and security are concerns for researchers charged with the protection of research participants. Studies like ours can inform both investigators and IRBs on effective SMS practices to safeguard privacy and provide data security. Based on our evaluation of privacy and security features for an interactive SMS data collection system, the most useful features for health informatics practitioners who are developing SMS-based interventions include: (1) reminders that reinforce privacy and security-enhancing behaviors (ie, lock your phone, delete study-related messages), (2) ambiguous language that can be understood by study participants without revealing confidential information to others, and (3) the use of short, participant ID-related passwords that allow for participant tracking. These last 2 features are innovative and have yet to be highlighted in in the published SMS literature in combined use.
